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Introduction
Policy statement
The General Data Protection Regulation (GDPR) came into effect on 25 May 2018 and was applicable by law in the UK as of this date. The GDPR is supplemented by the Data Protection Act 2018 (DPA18). Both the GDPR and DPA18 replace the Data Protection Act 1998.

Although the UK left the EU on 31st January 2020, the GDPR will continue to apply at least until 1st February 2021 and the Information Commissioners Office (ICO) will remain responsible for its enforcement. 

This policy will outline the contractual obligations of the data protection officer (DPO) and is to be read in conjunction with the ICO’s Guide to the General Data Protection Regulation.
        
Status
The organisation aims to design and implement policies and procedures that meet the diverse needs of our service and workforce, ensuring that none are placed at a disadvantage over others, in accordance with the Equality Act 2010. Consideration has been given to the impact this policy might have with regard to the individual protected characteristics of those to whom it applies.

This document and any procedures contained within it are non-contractual and may be modified or withdrawn at any time. For the avoidance of doubt, it does not form part of your contract of employment.
Training and support
The practice will provide guidance and support to help those to whom it applies to understand their rights and responsibilities under this policy. Additional support will be provided to managers and supervisors to enable them to deal more effectively with matters arising from this policy.

Scope
Who it applies to
This document applies to Haverthwaite Surgery’s nominated DPO and all partners and directors of the organisation. Other individuals performing functions in relation to data protection within the organisation are encouraged to use it.

Furthermore, it also applies to clinicians who may or may not be employed by the organisation but who are working under the Additional Roles Reimbursement Scheme (ARRS).
 
Why and how it applies to them
Haverthwaite Surgery has a responsibility to protect the information that is processed on behalf of its data subjects. This document has been produced to enable all staff to understand the role of the DPO in conjunction with the roles of data controllers and data processors in relation to the GDPR.

Definition of terms
General Data Protection Regulation
The EU GDPR replaced the Data Protection Directive 95/46/EC and was designed to harmonise data privacy laws across Europe.
 

Data protection officer
An expert on data privacy, working independently to ensure compliance with policies and procedure
Data Protection Authority
National authorities tasked with the protection of data and privacy

Data controller
The entity that determines the purposes, conditions and means of the processing of personal data

Data processor
The entity that processes data on behalf of the data controller

Data subject
A natural person whose personal data is processed by a controller or processor

Personal data
Any information related to a natural person or ‘data subject’  

Processing
Any operation performed on personal data, whether automated or not

Recipient
The entity to which personal data is disclosed

Data protection officer
Requirement
In accordance with Article 37 of the GDPR, a DPO is to be designated where:

· The processing is carried out by a public authority or body, except for courts acting in their judicial capacity

· The core activities of the controller and processor consist of processing operations which, by virtue of their nature, their scope and/or their purposes, require regular and systematic monitoring of data subjects on a large scale

· The core activities of the controller or the processor consist of processing special categories of data on a large scale
Designation
Schedule 1, part of the Freedom of Information Act 2000, states that the National Health Service (NHS) is a public authority and, as a result, it is a mandatory requirement for Haverthwaite Surgery to designate a DPO. It is not necessary for the organisation to employ or retain an individual in this role.
  
Requirements
To be able to undertake the role of DPO, the individual must be a subject matter expert (SME) in data protection law and the GDPR. Furthermore, the designated individual must have an acceptable level of understanding of the organisation’s structure and data processing procedures.

DPO tasks
At Haverthwaite Surgery the following are the core tasks of the DPO, as stated in Article 39:

· To inform and advise the controller or the processor and the employees who carry out processing of their obligations pursuant to this regulation and to other union or member state data protection provisions
· To monitor compliance with this regulation, with other union or member state data protection provisions and with the policies of the controller or processor in relation to the protection of personal data, including the assignment of responsibilities, awareness-raising and training of staff involved in processing operations, and the related audits
· To provide advice, where requested, as regards the data protection impact assessment and monitor its performance pursuant to Article 35
· To co-operate with the supervisory authority (ICO)
· To act as the contact point for the supervisory authority on issues relating to processing, including the prior consultation referred to in Article 36, and to consult, where appropriate, with regard to any other matter
· The data protection officer shall, in the performance of his or her tasks, have due regard to the risk associated with processing operations, taking into account the nature, scope, context and purposes of processing
Recital 97 of the GDPR states that DPOs “should be in a position to perform their duties and tasks in an independent manner” and are not to be instructed how to deal with any data protection matters with which they are presented. 

Haverthwaite Surgery acknowledges this and will permit the DPO to operate independently.
DPO position
At Haverthwaite Surgery the data controller (i.e. the organisation) will ensure that the DPO is involved in all matters pertaining to the protection of personal data. More specifically:

· The controller and processor shall support the data protection officer in performing the tasks referred to in Article 39 by providing the resources necessary to carry out those tasks and access to personal data and processing operations, and to maintain his or her expert knowledge
· The controller and processor shall ensure that the data protection officer does not receive any instructions regarding the exercise of those tasks. He or she shall not be dismissed or penalised by the controller or the processor for performing his tasks. The data protection officer shall report directly to the highest management level of the controller or the processor who is Judith Satterthwaite.
· Data subjects may contact the data protection officer with regard to all issues related to the processing of their personal data and to the exercise of their rights under this regulation
· The data protection officer shall be bound by secrecy or confidentiality concerning the performance of his or her tasks, in accordance with union or member state law
· The data protection officer may fulfil other tasks and duties. The controller or processor shall ensure that any such tasks and duties do not result in a conflict of interests
DPO involvement
Pursuant to the referenced articles, Haverthwaite Surgery will ensure that the DPO:

· Participates in meetings of senior and middle management
· Is involved in decisions which may have data protection implications, enabling the DPO to provide SME advice
· Is consulted in the event of a data breach or any other incident involving personal data
If the organisation opts not to follow the guidance of the DPO, the reasons for this are to be recorded and retained for audit purposes.
DPO protected time
For the DPO to be effective at Haverthwaite Surgery they are to be afforded the necessary time and resources to enable them to carry out their tasks effectively. 
Furthermore, Haverthwaite Surgery will inform all practice staff of the designation of the DPO to ensure that their existence and function is known within the organisation and will provide to the DPO:6 

· If employed, adequate support in terms of financial resources, infrastructure and staff where appropriate 

· Necessary access to other services, such as human resources, legal, IT, security, etc. so that DPOs can receive essential support, input and information from those other services 
· Funding and time to undertake training in order to stay up to date with regard to developments within data protection

DPO dismissal
Whilst the data protection officer will be expected to adhere to the terms and conditions of their contract of employment, in accordance with Article 38, a DPO cannot be dismissed or penalised for performing their task as a DPO. 

This point is significant as the organisation’s reputation may be damaged following the DPO acting in their role. 

Please refer to reasons for dismissal as a result of gross misconduct within the Disciplinary Policy and Procedure.

“Bringing the organisation into disrepute or acting in such a way as to potentially cause damage to the organisation’s reputation or its standing. This may include (possibly through the use of social media) discussing the organisation, its affairs or the affairs of its patients, partners and suppliers”. 

However, a DPO can be dismissed justifiably for all other reasons deemed as gross misconduct.  
Summary
It is essential that data processing activities within Haverthwaite Surgery are carried out in accordance with the GDPR and DPA18. 

Introducing the role of DPO to the organisation provides demonstrable reassurance to data subjects that the organisation is intent on complying with the regulations and maintaining excellent data protection standards.

Annex A – DPO agreement 
At Haverthwaite Surgery the role of DPO will be undertaken by Judith Satterthwaite, Practice Manager. It is acknowledged that this is an additional responsibility and, as such, the organisation has taken into consideration the role requirements and the level of support necessary to enable the designated individual to carry out the role effectively.

I, Dr Philip Edwards, in my role as Senior Partner, agree to the conditions set out in this policy and will ensure that the DPO at Haverthwaite Surgery is afforded the time and resources as outlined in this policy to undertake the role of DPO.

*Signed:  Philip Edwards
Name: Dr Philip Edwards
Role: Senior Partner
I, Sarah Edwards, agree to undertake the role of DPO in adddition to my role as Practice Manager and will adhere to the guidance and referenced material stated within this policy.

*Signed:  Sarah Edwards
Name: Sarah Edwards
Role: Practice Manager & Non-Clinical Partner
*Haverthwaite Surgery stores copies with original signatures.
� � HYPERLINK "https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/711097/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf" �ICO's Guide to the General Data Protection Regulation (GDPR)�


� � HYPERLINK "https://www.england.nhs.uk/wp-content/uploads/2020/03/network-contract-des-specification-pcn-requirements-entitlements-2020-21.pdf" �Network Contract Directed Enhanced Service (DES) Contract specification 2020/21 - PCN Requirements and Entitlements (Annex B P67)�


� � HYPERLINK "https://www.eugdpr.org/" �EU GDPR�


� � HYPERLINK "https://gdpr-info.eu/art-37-gdpr/" �Article 37 GDPR�


� � HYPERLINK "https://archive.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/general-data-protection-regulation-gdpr" �BMA GPs as data controllers under the GDPR�


� � HYPERLINK "https://gdpr-info.eu/art-39-gdpr/" �Article 39 GDPR�


� � HYPERLINK "https://gdpr-info.eu/art-38-gdpr/" �Article 38 GDPR�


� � HYPERLINK "http://ec.europa.eu/information_society/newsroom/image/document/2016-51/wp243_en_40855.pdf" �Guidelines for Data Protection Officers� 
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